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Baseline testing

Analytics was showing no -one was
discovering or interacting with our
security features. -
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AccountSafe is a collection of features that & d ' .

Atomers 10 help them understand and care aboul managng thew dats with us?
- allow customers to see, manage, conhigure

and control their data, sec unty and privac Yy How well doos the landing page navgation bar engage users?

settings, transactions, ang potentially more How well does this page educate/inform users? What do they understand about security and privacy?

actions (tbd) How doos it reasswre users that their data socurity and privacy are cared for?
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Which verson of the engagement framework do users prefer, and why?

User research 1s proposed in a phased

Help with discovery harch 2020 b pore 1, Yo e
Engagement Framework approach over the course of Q2 to collect Research Approach Timeline
t Concept Test and anaiyze customer .'w'a.ii::.-’r:-. and Lo s
mprove engagemen 1. Desktop study (SS) desiiec haction Vi the Acoumeiefe D e Wadl March 284
1. Mobile study M TP PR A T i DY ik '

- . provide A, content and design directior Jne-on-one remote and unmoderated® sessions Maobile study: Wed. March 25
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How well do we educate the users?

w N

3 studies running incongruously Results Readout

Web study: Wed. March 25 Friday, April 3

Mobile study, Wed. March 25”
RR vs SS: Fri. March 27 Proposed Deliverables

o T To o

The goals of this research are to

¢+ Determine if users understand the new
engagement framework concept -

W N

education and persuasiveness

* Gauge f users find value in the new

engagement framework concept - ;: 30-minute sessions with static wireframes Clicktest resuits, heatmaps, attribute rankings,
usefulness and importance of modules - Unmoderated format, pre-scripted questions open and closed-ended responses to concept
. Observe user interactions with the - Chicktest, Heatmaps, rank ng, open anda tect
engagement framework - layout and closec-ended responses
nlace > i w fo . . . p
placement of key features Results Readout and Deck: Friday, April 3rd
Requirement Context and Constraints
115 sample size for framework preference test Focus on MVP requirements, framework preference to inform design for Q3

8 V,(_}t,.p'.n‘ ary users Q: oniing tx{l“nkl’*.:) anc a Mmoo i-:'»p'-r?‘a",' users ':"‘ f':‘?':'ﬂ';-‘:'
on 9 . { Tust » allo aC 3 - ' : 1 ~ " : -
online banking, must meet following criteria Lead designer and content teams are focused on prionty Q2 Cowd-19
« Gender mix

« Mix of ages 18.65 (groupings: 18.25; 26-35; 36-45; 46-65)

*  HHI income: $40.8$200k

*  Must be avid digital users of mobile or web for banking

responses
Prototypes will be limited to static screenshots of dashboard page, no

chckthrouahs

*  Must have connected at least cne 3rd party app to bank accoumt

IDALC Aioital neanriotary ranfidential . > -



Generative testing

A There are three different type of users with
different needs.

The Sawy Pragmatist The Carefree Cavalier The Cautious Protector

A They have different needs of education and
reassurance.

A Customers do not expect security features, Customer Mental Models

therefor they do not look for them.
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Mental MDdEl - Savvy Pragmatists - Carefree Cavalier = Cautious Protector

Experiences
Actions people have
taken before;

ie., digital wallets, pwds

Visual and Text Cues

Your data is secure
Shield icon

Dynamic Info Social and technical
Customized How mary times or when
messages like and with whom data is
This weeks activity shared/accessed

People rely on specific experiences and observable cues
to understand how their info is accessed, used and protected online.

Mumbers and data need interpretation before action.




Design Sprint

Facllitated a one -week workshop with
the goal to align with the many feature

stakeholders and technology teams.



Ask the experts z Day 1

Customer Journey

Looked at potential
touchpoints to understand
user flows to entry points and
discoverabillity.

Effective security experiences

Homework was for everyone to
research effective security
experiences for inspiration.

Feature Roadmaps and
knowledge sharing

Breakout sessions to understand
the different product roadmaps,
user journeys, data, goals and
systems.

Defining the persona and jobs
to be done

Prepare for an ideation session
to solution a problem for the

user.



Design Studio

Facilitated a sketch session to
diverge and converge on many ideas
and vote on the best concepts. We
had about 20 In the session.




Roadmap Workshop z Day 2

End to end journey Modular backlog items

Poker planning estimation




Concept ideation - Day 3

The team spent the rest of the week refining
& sketching prototypes.

With no mental model of expecting security
features, can we bring list views to a
dashboard view and help with visual cues
and education for quicker understanding of
both the what and why they should be
engaging with these features.
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oncept ideation - Day 3

The team spent the rest of the week refining Mobile iconography tiles or list views
& sketching prototypes.

2.98 inches

Skim, dip, & dive - modular tiles
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Concept ideation - Day 3

The team spent the rest of the week refining
& sketching prototypes.

One stop shop dashboards




User Research

Test our assumptions and get
feedback from our users.




Web A/ B testing
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Eye Tracking

Split screen did slightly
better with click rates.




Mobile A/ B testing

Dashboard Engagement

H’ layout seems o promote

of the dashboard page and

primary tiles.
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Hub & Spoke Proposal

s s
Users noed a0 explanation of wihat this page 1S and why should

they Care. Users 00Nt Nave any expDenencs iNnteracting with Aekeme i Actteted - -~

seCurity and privacy 1005 — 0SPeCially In 0 DANKING PAAMONL WE e o oo e e s, S s »

need 10 tell them what the page can 0o for thom. e T W o T T Te T bw -
Personalization Q4
With Your Alerts and acthvitios we will Delp drive users Dack 10— 2 . — X
Feature cards ey - - po—

Our Gifferent products will each have a card that gives a Drief >
SCUCAtONA! SuMMary, SNapshot Of thesr activity and a ink 0 -
view full view, e e

.- e — . —

important callouts

FOr SOme SC0eNanos we have mportant legal calliouts as an

oxample “Privacy documentation”. We need 10 make sure —_—
USersS a0 aware of Other tools avalable 10 them that relate 10

securty & privacy, frand and Other S0tings 1008 BT DA k

AccountSafe new Masterbrand iBustration feel
AccountSate along with Home Lending and Mobile Next are the
frst slated 10 come Out with the new feel of Ouwr Mastertrand
Note: Thes 5 a placenoider - the MasterDrand team 5 engaged

Engagement Quiz and What's New

Quiz helps identify user Of how Careful, smart Or Cavalior they
&0 with thew data and we will make recommendations about
what features they may find usedul In AccountSafe

Wath many exciting 100ls being added on through 2020, credt
journay and Privacy 1008 freemium and Pramium Services we
Want 10 Share with are uSars SOMe annNounNcCeameants unhl we
s&e If these a0auonal 100ls Can De ntegrated

N SOMe Casesd we're grouping ilems Wogether, DecCause it
Makes SINCe 10 the user and we may call out a Marketing
DD 10 pull attention 10 the Product and Mmake them aware
of thes useful feature. Chase Pay may be one axampie of ths.

Having two views of External Accounts ether though
AccountSate Or On thel Investment dashboard is another

xaMpie.

Knowledge Conter

We have many articles and inks spread out throughout the
appiications about secCurity, privacy and fraud that are not
easiy found. Wo are proposng 10 Colleoct and organize them
and make them aasily discoverable.
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Apps and websites

CPO vi

Further clarification needed on details page
Stop Sharing ink was unaiscoverable to a third

- . I participants. Users expected to find a delett
Comprehension of tile R | S f
hu(t:)!‘. at top oOf each listed app ratner than on
Falrly g00d unaerstanding that account '
J L7 ! v 2 s Cartusam
AR , iower section
INKAEEe (O dPPS/SIES are manas f“) nere, ¥ : . .
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» Yy 5 . N 7\ » . M g ,\’ n I Tatea
;"}()Ubhe'x-']:(.j(é{ NONE Naad neara O Ming Ol <A - :
3 ~ - , What level of access can be shared?
Betterment. Clicking through to detaiis page ‘
| | Checkmarks assumed ’{a:fi!() control buttons
Neipea.
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lteration

Rapid terabons improved:

- Statement of oflerings (hero)

- Relevance of engagement inplet
- Better defined timeframe (MRA)

- Readabity (ble headers)

- Cognitive load (total count added)
- Location highlights (Device tie)

- Tags to flag "new” activity

- Extra headings removed (More

Tools)

* Visuals (iconography)

Further explorations in.

 Allemale headings for SAM

« Order of tle layouts

« Secondary tie layouts (resources)
- Allemale CTA - action focused

.
L¢

MCOMe 10 AccountSafes

FTNY TN "R N A e

AL PETENt PN W A b w8 TR W W

vt O20GE Iv O3 AL TInaoTmen

i

. -
<

>

SN R Pty

[ §



CREDIT CARD (...3266) x |

CREDIT CARD (...5299) x |

DEBIT CARD (...2938) x |

Businesses with your card info

CREDIT CARD (...3266)

J.Crew

Netflix

Verizon Repe

CREDIT CARD

— @ ):| Explore products v Sign out

Accounts Investments Pay & transfer Security & privacy
-~

@ Welcome to Security Center

Our tools help you access your data and choose how it's shared, see where you
saved your card details, and protect your account with extra security features.

Report fraud

Devices (5 total) Stored cards

Keep track of the devices that acces r accounts. e you saved your payment info online and in digital wallets

iPhone Netflix

March 01, Sapphire Reserve (...2234)

Charlotte’s MacBook Pro March 01, 2020 Verizon Ink (...3342)
Charlotte’s MacBook Pro March 01, 2020 Spotify Sapphire Reserve (...2234)
Linked apps and websites (5 active) > External accounts >
Monitor and manag ho you allow to ac: S your accounts. Manage your linked accounts from other institutions.

TurboTax March 01, 2020 Vanguard 3 accounts
Betterment March 01, 2020 BECU 1 account
Mint via Intuit February 27, 2020 Manually entered 6 accounts

d  RESOURCES

Ways you can be more secure Identity theft > Signing in to Chase >
Update your profile so we can contact you 3 Learn more about identity theft, how to protect Update your username and password to ones

yourself and what to do if you're already a victim of that are unique to this account.
fraud.
Activate account alerts to help monitor your 3
finances
Add h Data privacy >
extra security when you sign in using a > Desktop software N
browser Your privacy is important to us.
Access your accounts using your financial We make it easy for you to find our privacy
management desktop software. policies and to review your preferences.

How to spot suspicious emails and Credit card fraud and security Protecting against credit card fraud
texts resources Banks and other financial institutions issue
Fraudsters have perfected the art of crafting Get answers to your most frequently asked hundreds of credit cards to consumers every
emails or text messages that seem genuine questions about credit card security and day. But not all issuers are the same

by using many common phishing tactics. fraud along with helpful resources. May 5, 2021 | 5-minute read

2-minute read May 11, 2021 | 4-minute read




1. How well do you agree or disagree with the following statements: (using a scale from
. |
I I I l aI D e S I g ' I S 1-7, "1" being strongly DISAGREE and *7" is strongly AGREE)

This page reassures me that
iy dats security ard privaecy
are being

This page makes me feed in
control of managing my own
security and

Research showed users desire to This page educates ant

infoams meae about PO rmy
bank i§ profedting

visit often the page and we

This page is eavy to
understand

received high ratings on how they

I would want to wisit thes
page regularky

valued the features.

wisuld Aot feed 1o come back
ko thit page

H 3 one-3L0p shop Tor
seCurily ard prvddy
FrbnEgermeent b,

froingly disagres — Mrongly spres
B vica
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L
Chase was rated #1 by JD Powers in both Web
Channels and in the subject of Security in 2020. il
When COVID arrived in New York, the call centers were How can we help?
overwhelmed with the branches closing. We were cstibanc @
asked to covert our Security hub into a crisis hub in just | S
two weeks.

o

Began evolving the hubs into Help & Support, getting — 3 - -
Chase to think more about modular systems, utilizing t :

Payment assistance
during these
challenging times

Defer a payment on your personal or

templates and content management for more re oy Payment e
-1- -1 during th .
usablility and search capabillity. challengi  BUYing a home
Deter 3 payrmant § Buying a home can be a truly rewarding experience. It's also one ) o e o WS
:‘:f:-..‘:;'-:'.::-(.: of the biggest investments you'll make. From finding your new

place to getting the keys - we're here to help.
See the journey »

e T
V. Fowihe prog Estimate your rate and payment >

This also inspired a new redesign of all our public pages
to utilize the systems as section templates.

HOME LENDING

Affordability calculator

Affordability isn't just about mortgage payments. We can help determine what commitment fits

your lifestyle.

$350,000
S tyo ford »
Accounti s . sss,cé-o 30-Year v
Numbers | IBE . T
10001
Whereto find i
RN YOl aCcCEs Zip code affects taxes
YOI 3CCOUNE 3N
wharmation ndl
Neeod to order ¢ ' Aot
croe e $2,135 /month
ips” from the !
e 00 your d - - .
Refinancing your mortgage e
Loan $320.000

Refinancing can help you lower your monthly payment, pay off
your loan sooner, or tap into the equity you've already built into
your home. Weigh the pros and cons to see if refinancing is right
for you.




Results

A Both Security Center and the COVID hub were COVID-19 Hulb — our data Insighis
released in the spring of 2020 to 4 million

customers.

COVID-19 Hub — our plan

3 key area that has come out of the data:

To build a scalable hub that can evolve as the crisis unfolds. We will add features based on our
customers need to be helped and supported.

+ Customers want to cancel/refund travel
- Customers have requested financial hardship relief
- Customers are generally concerned about safety

A Help & Support and the MVP of the public
experience followed In the fall of 2021. Hovto e el st

* How can | bank safely?

16.1%

- We will help our customers by adding critical information to help with their everyday banking needs
and concerns.

- We will support our customers by adding key features to help with their financial health (split by
LOB: Auto, Home, Card and Consumer).

(total feedback Feb 1st — April 1st: 17,471 customers)

A In 2021, JD Powers and Global Banking
Magazine rated Chase #1 for Mobile and Digital

How we got our name and brand

C I l a-l l I I e I S n Jodi Mack worked closely with the marketing team that had come already out with

“Stay Connected”, they wanted to be sure we were in sync with our brand. Also Jackie
Say initiated an online survey that helped us choose our title,

A COVID-19 Support hub was mentioned in all e A

reports on how well this digital hub responded
to the crisis.

.lI|||||III
s
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Our content Creditcard. | THEACHCRS

(all things customers want to do)
* Apply our system to this Credit card dispute Dispute FAQs
Request « Tag/label

Navigation .
Marketing Knowledge + Identify everything that

Search supports that task
(related tasks + knowledge) Avoid Fraud Article

Add extra security
with AccountSafe




Developer Ecosystems

APl Management and what makes a great

developer experience.




Final 2021 - New look and feel el

Chase developer August analysis

CHASE / developer

- ' . < Back
3 I I O 9 g Account Data Sharing
| Allow customers to pay
Partners External - using Chase points
developers
2 O 6 6 8 = b i
External APIs Internal APIs
2 4 K / \ Providing Chase cardholders
with a fast, convenient way to
Total visit Average _— redeem points for purchases
otal VISHS APl score - —

Raxdy 00 ban'd your solusion?




Our APl landscape

Three sites. Different target audiences. Different stages of evolution.

Chase Developer aka DevECO gaunched 2018) Developer Center aka DevCenter (aunched 2013) JPMorgan Developer (aunched 2017)
Consumer Banking Merchant Services Banking Investment Banking

CHASE © Deviiin

YOU XNoOw sofNtware

wWe inow payments

J.P. Morgan Developer

s

- = e - LA S w Laww ot snt o & rdbon e Find or search far APy acroms restrareh and anaiytas, rading,
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We're learning a ot about developers

Research is a critical component of our process.

We're building a solid understanding of how our target
users work, interact, and consume information, in

addition to what they expect from an API platform.

We find ourselves in a unique place for conducting
research with the firm: we're designing for both internal
and external users outside the “traditional” banking or

financial spaces.

That said...




Customer Journeys

Partner Tech Lead - New User

Goals: Find out what API's are available, what is the cost?

Discover

Emailed Client
Search Engine

Chase.com
Ecosystem Landing

Explore

Locate Information

Available API's
Security Assurance
Help/Support/FAQ’'s
“Up-to-date” versioned

Implement

Send Information to decision
makers

Personas

“I need to find the best API solutions for the
company that | can trust.”

Bio:

Jonathan works with Amex and has been leading tech teams for over 10
years. In his role, he is responsible for staying on the edge of technology,
finding new ways to improve the efficiency of his team and improving the
products he supports.

Pain Points:
Security is a big concern and working and partnering with a trusted source

Single LOB page documentation Doesn’t want to deal with the manual process of a relationship manager.
Finding strong community support of a product with versioning confirming

it’s stability

Partner Tech Lead

Jonathan Williams Goals:
Needs to quickly and easily understand API products and solutions that

are offered and how easily they can be implemented.

example code

Transparency with Pricing Help with Marketing new apps

New Third-party

partnerships Features using our business assets

Community FAQ like stack Benefits to work with us Age: 43

overflow page Example Demos ’ : :
pag Job Title: Senior Technical Lead

Development Experience: 15 years

Contest of new innovative
apps used with our APIs

“l need find API solutions quickly and have
documentation all in one place. ”

& & i el e . gl \ P : ~
[nird-party Developer - New User
Bio:

Jacob has been working at chase for about 5 years. He has been assigned to find
new innovative ways to create Chase Marketplace apps. He has been learning about

Alexa and sees opportunities with JPMChase APIs that may help quickly build out
some of his ideas.

Discover Explore
S h for API’ I Inf . Sign-in/C : Test & Verif I .
Google search Available API's Complete Application APl Mock Test Secure Status

chase.com Security Assurance DEN L ETG B

Stack Overflow “Up-to-date” versioned docs manager :Zon:munlcatlor
00

Implement

Call Relationship

Obtain Account

API Key . Pain Points:

Documentation is in pdf and is not searchable or easy to read.
;! : WH It's hard to learn who throughout the company is designing APIs that might fit his next
Prioritize SEO Test & Verify management

N — solution.
JPMC Developer
Tech Blogs Forum) Certification downloads . ol g

With no example code it is hard to know if this is an easy process to implement
Expansion (SDK'’s, Test Data Project ¢

Management
Test Case

Management
Tech Sup@ort

Link from tech lead
Hackathon
ProgrammingWeb

Programing Languages
Getting Started

Help/Support/FAQ's Secure Token

Pricing Automate Credential/

Community (Blogs, Application Process
Walkthrough Wizard

Test & Verify Traffic

Goals:

- Find step-by-step tutorials, examples, demos, and documentation
- Implement API solutions

VISION

Community Manager

Widgets) Secure Docs
Getting Started Test Sandbox
(Tutorials, Videos)

Developer Evangelist

Job Title: Developei ,’ ,

Demo examp|es Nashalarmme arméd Easris o ‘;hndb i w"ng"vlgf



Our Audience

We design for a wide range of users, both inside and outside the firm:

Business Tech Global
Owner Support Onboarding

(External) (Internal) (Internal)

Developer Developer |J Publisher Governance Q§ Relationship

(External) (Internal) (Internal) (internai) Manager
(Internal)

Goal: Goal: Goal: Goal:

Foster business

Goal: Goal: Goal: Goal:

Construct an Construct an Make an APl Ensure the high
available for use by quality of IPMC with our external

Increase business Diagnose and Usher, verify and

by partnering with direct users' orient new users
third party tech technical support through the JPMC
providers. requests. platform.

application that application that
leverages Chase's leverages another other LOBs/groups APis. partners and help
data. group’s data/tech. within Chase. them on board.

External titles have included: Internal titles have included:
‘ ‘ . . Software Engineers Administrators
Software Engineers ClOs, Global Heads of IT API Product Owners API Strategists

API| Publishers Tech Support



MVP 2018

Login Homepage Home / Product listing
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* Improved Documentation St S |
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Pl Catalog/Categorization o P @t |

R RSl ! - Cotem N :
» Adding a Developer Dashboard ® | [ — — .y
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Onboarding partners Analytics Marketing vs Guides vs code example

Catalog and Taxonomy

API publisher and API quality tools
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